Appendix D: Distance Education Privacy Statement

1.

Protecting the Privacy of Distance Education Students

a.

The privacy of all students, including Distance Education students, is protected through strict adherence
to the rules of the Family Education Rights and Privacy Act.
LSCQ’s statement regarding the Family Education Rights and Privacy Act can be found in LSCO’s Student
Handbook, page 70.
Distance Education students are issued a unique, nine-digit campus-wide student identification number
(CWID) during the admission process at LSCO. The CWID number is the unique identifier for all
individuals throughout their academic careers at LSCO.
Distance Education students are issued a unique username and password. The username and password
combination are required for login to the Learning Management System.
Distance Education students must follow LSCO’s IT policy requirements for password length, complexity,
and frequency of change, and must accept responsibility for the security of their personal passwords.
The penalty for failure to protect username and password security can include
i. Loss of access to LSCO information resources,
ii. Disciplinary action up to and including termination for employees and suspension or expulsion
for students, and
iii. Civil or criminal prosecution.
iv. Refer to LSCO’s Administrative Policies and Procedures manual, pages 289 — 292, for more
information.
The privacy of Distance Education students is protected by:
i. Controlled access to the Learning Management System for students and faculty; and
ii. LSCO-issued username and password login requirement for course access;
The Learning Management System provides protection for student and faculty information through
security processes that are built in and maintained by the provider;
i. LSCO’s Learning Management System, Blackboard, privacy policies can be found on the
Blackboard Help website.
Instructors in a distance education course and/or program may require proctoring of assignments;
however, they must provide alternative proctoring solutions for students who wish to preserve their
privacy while completing online assessments and do not wish to allow an online proctoring service to
access their webcams and/or microphones in order to verify identity and/or ensure academic honesty.
Alternatives may include, among other solutions, permitting use of the LSCO Testing Center or use of a
remote proctor, subject to instructor approval of the proctor and site. See “Proctor Guidelines and
Form” in the Distance Education module under the “Academic Resources” channel in Blackboard for

additional information.
Distance learning faculty will inform students of ways their information or work may be used by the
college.

i. Any student work used in conducting institutional research will be redacted to remove all
personal identifying information (PIl) and/or archived in a secure physical or electronic location
with closely restricted access.

ii. Students whose work may be used in research projects or initiatives will be asked to sign a
release form and student privacy will be of the utmost importance.

2. Release of Student Information

a.

Federal privacy laws protect all LSCO Distance Education students. Student information will not be
divulged to third parties, including parents and legal guardians of students;

b. All requests by third parties for student information shall be directed to the Registrar’s Office.

17


https://www.lsco.edu/stuhandbook/stuhandbook.asp
https://www.lsco.edu/stuhandbook/stuhandbook.asp
https://www.lsco.edu/hr/AdministrativePoliciesProcedures.pdf
https://help.blackboard.com/Learn/Administrator/SaaS/Security/Privacy
https://help.blackboard.com/Learn/Administrator/SaaS/Security/Privacy
https://lsco.blackboard.com/webapps/portal/execute/tabs/tabAction?tabId=_21_1&tab_tab_group_id=_14_1

Access to student information by faculty and staff is restricted by policy and practice to only those
officers who can demonstrate a legitimate need to know in order to perform work-related duties such as
advising, scheduling, or counseling. Additional information can be found in LSCO’s Administrative
Information System/Banner manual, pages 6 — 8.

Release of information via the Open Records Act public information protocols can be found on our
website, www.lsco.edu.

18


https://learn-us-east-1-prod-fleet01-xythos.content.blackboardcdn.com/blackboard.learn.xythos.prod/5707239122f47/28121?X-Blackboard-Expiration=1624503600000&X-Blackboard-Signature=3A2bBxghENI2YFrNXO%2Fx5fxa9i8xJpzbYLVZ2tTmjqk%3D&X-Blackboard-Client-Id=304449&response-cache-control=private%2C%20max-age%3D21600&response-content-disposition=inline%3B%20filename%2A%3DUTF-8%27%27DataStandards.pdf&response-content-type=application%2Fpdf&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20210623T210000Z&X-Amz-SignedHeaders=host&X-Amz-Expires=21600&X-Amz-Credential=AKIAYDKQORRYTKBSBE4S%2F20210623%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Signature=3351ff11de7b4012fba6d5166db80647009f100df80fe0ac07449f1de04a7671
https://learn-us-east-1-prod-fleet01-xythos.content.blackboardcdn.com/blackboard.learn.xythos.prod/5707239122f47/28121?X-Blackboard-Expiration=1624503600000&X-Blackboard-Signature=3A2bBxghENI2YFrNXO%2Fx5fxa9i8xJpzbYLVZ2tTmjqk%3D&X-Blackboard-Client-Id=304449&response-cache-control=private%2C%20max-age%3D21600&response-content-disposition=inline%3B%20filename%2A%3DUTF-8%27%27DataStandards.pdf&response-content-type=application%2Fpdf&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Date=20210623T210000Z&X-Amz-SignedHeaders=host&X-Amz-Expires=21600&X-Amz-Credential=AKIAYDKQORRYTKBSBE4S%2F20210623%2Fus-east-1%2Fs3%2Faws4_request&X-Amz-Signature=3351ff11de7b4012fba6d5166db80647009f100df80fe0ac07449f1de04a7671
https://www.lsco.edu/openrecords/openrecords.asp
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